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General Policy Statement:
(Credit Union) recognizes its responsibility to safeguard member information and will treat the private financial information of Credit Union members ("member information") with appropriate care in order to maintain the confidentiality, integrity, and security of member information. The purpose of this policy is to set forth theThese guidelines are for management and staff to use whenin requesting and establishing remote access to the Credit Union’s data network, while maintaining safeguards for member information. The Credit Union will comply with all applicable laws and regulations governing the safeguarding of member information, including NCUA Guidelines for Safeguarding Member Information (12 CFR Part 748 Appendices A and B, Part 749 Appendix B) (the "Guidelines") and all other applicable laws and regulations regarding the safeguarding of member information.
The purpose of this policy is to resource defines standards for connecting to the Credit Union's network from any external location or host. These standards are designed to minimize the potential exposure from damages which that may result from unauthorized use of Credit Union resources. Damages include the loss of sensitive or company confidential data, intellectual property, damage to public image, damage to critical internal systems, etc.
Reference:
National Institute of Standards and Technology (NIST). Special Publication 800-53 (Revision 4) Security Controls and Assessment Procedures for Federal Information Systems.
Guidelines: 
1. POLICY AND PROGRAM RESPONSIBILITY.
  
A. Board Responsibility. This Information Security Policy (4120)policy and any recommended changes shall be approved by the Credit Union’s Board of Directors (Board), or their designee. The Board may delegate its oversight responsibility to a Board Committee.
 
B. Management Responsibility. Credit Union management will be responsible for the development, implementation, and maintenance of the Credit Union's Remote Access Program (Program) and may assign these responsibilities.
 
C. User Responsibility. AllThis policy applies to all employees, contractors, vendors, and agents (employees) with a Credit Union-owned or personally-owned computer or workstation used to connect to the Credit Union’s network will be covered by these provisions.  They are also applicable to  and applies to remote access connections used to do work on behalf of the Credit Union, including reading or sending email and viewing Intranet web resources.
 
2. ASSESSMENT OF RISK. From time to time, management will identify and assess the risks that may threaten the security, confidentiality, or integrity of the Credit Union's information systems, and determine the sensitivity of member information and the internal and external threats to its integrity. Management will evaluate and adjust its risk assessment on a periodic basisperiodically and in light of any relevant changes in technology; changes in internal and external threats; changes in the member base adopting electronic banking; changes in member functionality offered through electronic banking; and actual incidents of security breaches, identity theft, or fraud experienced by the Credit Union or industry.
 
3. GENERAL
  
Access to the Internet for recreational use from non-Credit Union systems or by non-Credit Union employees is strictly prohibited.
 
A. Employees will abide by Please review the following policies for details of protecting information when accessing the corporate network via remote access methods, and acceptable use of the credit union's network:
  
i. Information Security Policy (See Policy 4120)
 
ii. Electronic Communications (See Policy 2222)
 
C. Any employee wishing to have remote access to the Credit Union network must obtain prior approval from their manager/supervisor.
 
4. REQUIREMENTS
  
A. Secure remote access must be strictly controlled. Control will be enforced via one-time password authentication, public/private keys with strong passwords, or other technology which that will provide appropriate security.
 
B. At no time should any employee provide their login or email password to anyone.
 
C. Employees with remote access privileges must ensure that their Credit Union-owned or personal computer or workstation, when it is connected to the Credit Union network, is not connected to any other network at the same time. Full-tunnel VPN is required
 
D. Credit Union employees with remote access privileges to the Credit Union's corporate network are prohibited from using personal email accounts to conduct Credit Union business..
 
E. Reconfiguration of the remote access equipment for the purpose of split-tunneling or dual homing is not permitted at any time.
 
F. All communication connections to the Credit Union’s network, regardless of medium, must be protected with strong encryption and authentication controls.
 
G. Non-standard hardware configurations are not allowed.
 
H. All computers or other devices connected to the Credit Union’s network via remote access technologies must use the most up-to-date anti-virus software and firewalls.
 
I. Any non-Credit Union-owned equipment used to connect to the Credit Union's network must meet the requirements of Credit Union-owned equipment for remote access.
 
J. Organizations or individuals who wish to implement remote access solutions to the Credit Union network must obtain prior approval from management. 
 
5. ENFORCEMENT. Any employee found to have violated this policy may be subject to disciplinary action, up to and including termination of employment.

